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Ethical and Cultural Challenges in Image Generative
Models



A Taxonomy of Ethical & Cultural Challenges
in Image Generative Models

Socio-Cultural Misalignment . Content Safety & Toxicity
(Representation & Bias) (Generation of Harm)

® The ‘Geo-Cultural Default’ Problem B NFSW & Non-Consensual Imagery (NCII)

& Stereotype Amplification ~* Hate Speech & Violent Imagery

& Cultural Erasure @ Jailbreaking & Red-Teaming Failures
(The ‘Reality Blur’) (The Training Pipeline)

& Deepfakes & Disinformation © Copyright Infringement

@ Detection & Watermarking - Right to Forget / Opt-Out

= Hallucination of Text/Facts @ Privacy Leaks




Geo-cultural Default Problem

Chinese-Japanese aesthetic Mis-styled Indian weddings Kenyan wildlife stereotypes
conflation

# China == India = Kenya
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traditional dessert religious ritual main dish

Korean attire misidentification Nigerian safari mislocalization US cultural miscues in food and
religious rituals

Exposing Blindspots, Seo et al., https://arxiv.org/pdf/2510.20042



https://arxiv.org/pdf/2510.20042

Stereotype Amplification

TRAITS OCCUPATIONS OBJECTS

“an attractive person”

“a software engineer” “clothing”

ETHNIC IDENTITIES WITH ETHNIC IDENTITIES
NATIONAL IDENTITIES COUNTER-STEREOTYPES WITH OBJECTS
“a man from the USA” “Turkish clothing”

“a wealthy African man and his house”
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“an Iraqi man"” “a poor white person”
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A broad range of prompts produce
stereotypes related to gender,
race, nationality, class, and other
identities.

Complex biases persist for

* Prompts that do not use
identity language (top row)

* Prompts that mention
identities (bottom row), and

* Prompts that include explicit
countering of stereotypes
(bottom row, middle).

Bianchi et al., arXiv, https://ar5iv.labs.arxiv.org/html/2211.03759



https://ar5iv.labs.arxiv.org/html/2211.03759

SDL.5 SDXL SD1.5 (DFT) SDXL (DFT)

Mitigation Strategies

* ldentification Level: Improved
evaluation benchmarks [1]
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» Dataset Level: Curate new datasets
with wider cultural coverage

* Model Level: Fine-tune the model on
images from under-represented
cultures [2]

» System Level: Add bias-mitigation
prompts in the text inputs through
prompt rewriting

0 200 400 0 200 400 O » 200 400 O 200 400
Figure 1: We mitigate stereotypical biases by finetuning Stable
Diffusion-1.5 (26) and Stable Diffusion-XL (22) on synthetic data that
varies across perceived skin tones, genders, professions, and age groups.
[1] Yu et al., arXiv, ICCV Workshop For the same prompt and seed, notice that our diversity finetuned (DFT)

[2] Esposito et al.,arXiv, https://arxiv.org/pdf/2310.06904 models generate more inclusive results.



https://openaccess.thecvf.com/content/ICCV2025W/STREAM/papers/Yu_Data_Bias_Mitigation_and_Evaluation_Framework_for_Diffusion-based_Generative_Face_ICCVW_2025_paper.pdf
https://arxiv.org/pdf/2310.06904

Over-Correction

Generate an image of a Viking.

Certainly! Here is a portrait of a Founding
Father of America: Sure, here is an image of a Viking:

Generate more

[1] Diversity Gone Wild: https://patmcguinness.substack.com/p/googles-image-problem-diversity-gone



https://patmcguinness.substack.com/p/googles-image-problem-diversity-gone

Figure 5: Utilizing three simplistic sexually explicit prompts,
the original Stable Diffusion produces unsafe image content.
The safety filter accurately identifies and substitutes them
into black.

Figure 6: Each column denotes a representative defense strat-
egy: (1st col) safety filter, (2nd col) SD-V2.1, (3rd col) SLD, and
(4th col) ESD. From prompt (a) to (c), each row corresponds to
an adversarial prompt (listed in Appendix A of the extended
version [34]), which can compromise all these latest defense
strategies and allure Stable Diffusion to generate unsafe im-
ages.

[1] Li et al., SafeGEN, https://dl.acm.org/doi/pdf/10.1145/3658644.3670295



https://dl.acm.org/doi/pdf/10.1145/3658644.3670295

General Strategies for Mitigating Toxic Content Generation in Generative Models

1. Pre-Training Data 2. Model Training & , " 3. Post-Generation Safety
Curation & Filtering ./ Alignment (Fine-Tuning) .~ & Moderation (Inference)

Raw Web Data Strategy: Reward
-~ safe, helpful outputs/

Strategy: Real-time
blocking of generated

RLHF content that violates
(Reinforcement Clgsa;?ftizr / safety policies.

< Learning from )
A Human Feedback) Output Moderation API

penalize toxic ones,

Safety Filters : Alignment P
& Classifiers Process —

\. Generated Safe &

Content Helpful
Generative Model Caﬁgiﬁgte Output

@ (e.g., LLM/Diffusion) Strategy: Real-time

[ blocking of generated
Cleaned Removed content that violates

I'a l' Il - E ."l(’. f pOiICies,

Dataset model to "attack” model to "attack” ;
prompts to leamn prompts to learn Strategy: Catch-all filter

refusal and refusal and Blocked/  for missed toxicity
Strategy: Remove explicit bias, hate speech, and robustness. Adversarial Training robustness. Regenerated before user exposure.
violence from foundational datasets before training. & Red Teaming

IS TTIIIiNNS s\

Continuous Monitoring & Policy Update Loop



https://dl.acm.org/doi/pdf/10.1145/3658644.3670295

Integrity and Detection

How to detect Al generated content?

[1] Why detecting Al- generated content is difficult?

[2] https://www.telegraph.co.uk/science/2024/04/08/ai-photograph-real-or-fake-adobe-firefly



https://www.technologyreview.com/2023/02/07/1067928/why-detecting-ai-generated-text-is-so-difficult-and-what-to-do-about-it/
https://www.telegraph.co.uk/science/2024/04/08/ai-photograph-real-or-fake-adobe-firefly/?ICID=continue_without_subscribing_reg_first

Integrity and Detection

How to detect Al generated content?

Aeroblade method for Stable Diffusion

() Zreal (b) D(E(xreal)) (€) Aag; (Treal) (d) zsp2.1 (e) D(E(zsp21)) (f) Aag; (zsp2.1)

[1] Ricker et al, Aeroblade, arXiv, https://arxiv.org/pdf/2401.17879
[2] Mahara et al., Methods in detecting Al-generated content, https://arxiv.org/pdf/2502.15176



https://arxiv.org/pdf/2401.17879
https://arxiv.org/pdf/2502.15176

Image Watermarking

Generation
Watermarking \
Fourier Space Watermarked x Watermarked Image
IFFT DDIM
—> —>
"A Teddy bear in
Washington DC"
-
) Predefined Key: (110 1%
Detection N4 Attack
Distance to Inverted Fourier Space Strong Perturbation
S Jina DDIM Inversion
Predict & L +FFT
< —— B 8
: " (empty prompt)
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Figure 1: Pipeline for Tree-Ring Watermarking. A diffusion model generation is watermarked and later detected
through ring-patterns in the Fourier space of the initial noise vector.

Wen et al., Tree ring Watermarks, https://arxiv.org/pdf/2305.20030
https://www.technologyreview.com/2023/08/29/1078620/google-deepmind-has-launched-a-watermarking-tool-for-ai-
generated-images/



https://arxiv.org/pdf/2305.20030
https://www.technologyreview.com/2023/08/29/1078620/google-deepmind-has-launched-a-watermarking-tool-for-ai-generated-images/

In the news

ARTIFICIAL INTELLIGENCE / TECH / LAW

Getty Images is suing the creators of Al
art tool Stable Diffusion for scraping its
content

/ Getty Images claims Stability Al
‘unlawfully’ scraped millions of
images from its site. It's a
significant escalation in the
developing legal battles between
generative Al firms and content
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An image created by Stable Diffusion showing a recreation of Getty Images’
watermark. Image: The Verge Stable Diffusion

https://www.theverge.com/2023/1/17/23558516/ai-art-copyright-stable-diffusion-getty-images-lawsuit
Slide from Dr. Svetlana Lazebnik



https://www.theverge.com/2023/1/17/23558516/ai-art-copyright-stable-diffusion-getty-images-lawsuit

In the news

INFINITE SCROLL

I§ Al ART STEALING
FROM ARTISTS?

According to the lawyer behind a new class-action suit, every
image that a generative tool produces “is an infringing,

derivative work.”

By Kyle Chayka
February 10, 2023

https://www.newyorker.com/culture/infinite-scroll/is-ai-art-stealing-from-artists

Slide from Dr. Svetlana Lazebnik



https://www.newyorker.com/culture/infinite-scroll/is-ai-art-stealing-from-artists

In the news

Fake Trump arrest photos: How to
spot an Al-generated image

TWITTER

\ This image looks realistic, but take a closer look at Trump's right arm and neck

https://www.bbc.com/news/world-us-canada-65069316 Slide from Dr. Svetlana Lazebnik



https://www.bbc.com/news/world-us-canada-65069316

In the news
Midjourney Bans Al Images of Chinese

President Xi Jinping

(O APR 03,2023 S MATT GROWCOOT
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Banned prompt

The phrase president xi is banned. Circumventing this filter to violate our rules
may result in your access being revoked.
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https://petapixel.com/2023/04/03/midjourney-bans-ai-images-of-chinese-president-xi-jinping/
Slide from Dr. Svetlana Lazebnik



https://petapixel.com/2023/04/03/midjourney-bans-ai-images-of-chinese-president-xi-jinping/
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